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Introduction DORA

In light of the evolving and increasing dependencies on ICT systems, the EU introduced DORA
to address multifaceted risks within the financial sector. Officially known as Regulation (EU)
2022/2554, DORA is a legislative act intended to ensure that financial entities within the EU
can withstand, respond to, and recover from all types of ICT-related disruptions and threats.

DORA level 1

DORA lays out several key requirements, referred to as level 1 regulations, to achieve its
objectives. Described in the act itself, these requirements are discussed in the context of
DORA’s five foundational pillars:

ICT risk management;

Incident management, classification, and reporting;
Digital operational resilience testing;

Management of ICT third-party risks;
Information-sharing arrangements.

RAREEE S A

The DORA regulation was published on December 27, 2022: Regulation- 2022/2554- EN-
DORA- EUR-Lex

DORA level 2

The main text of DORA is supplemented by important technical detail in a body of secondary
legislation, referred to as level 2 regulations. The three European supervisory authorities
(ESAs) were jointly appointed to draft these standards. The ESAs consist of the European
Banking Authority (EBA), the European Insurance and Occupational Pensions Authority
(EIOPA), and the European Securities and Markets Authority (ESMA).

These technical standards consist of two types:
e Regulatory technical standards (RTS), of which there are seven;
e Implementation technical standards (ITS), of which there are two.


https://www.norea.nl/dora
https://eur-lex.europa.eu/eli/reg/2022/2554/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2554/oj/eng
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Development of the RTS and ITS was separated into work on two sets of documents. The first
set was submitted to the European Commission (EC) on 17 January 2024. The three RTS
documents in this first set were published in the Official Journal of the European Union on 25
June 2024, signaling their official adoption.

The first set consists of the following documents:
e RTS on ICT risk management framework including the simplified ICT risk management
framework article 28-41 (part of DORA'’s first pillar);
e RTS on criteria for the classification of ICT-related incidents (second pillar);
e |TS to establish the templates for the register of information (fourth pillar);
e RTS to specify the policy on ICT services performed by ICT third-party providers
(fourth pillar).

The second set, which was submitted to the EC in two parts, on 17 July 2024 and 26 July
2024, consists of the following documents:

e RTS on content, timelines, and templates on incident reporting (part of DORA’s second
pillar);

e |TS on content, timelines, and templates on incident reporting (second pillar);

e RTS on subcontracting of critical or important functions (fourth pillar);

e RTS on oversight harmonization (fourth pillar);

e RTS on threat-led penetration testing TLPT (third pillar).

Current status of DORA level 2 legislation

Since December 2022, the publication of DORA, a lot of requirements have been published,
adjusted and republished. From draft publications to final publications in the EU-journal. Not
all requirements were accepted by the European Commission. It can be quite challenging to
keep up with all the requirements. Currently, there is no overview available providing the
current status of all DORA level 2 documents.

In table 1 below we provide an overview of the current level 2 documents and links to latest
versions. As can be concluded, of all level 2 documents, currently 4 of the 11 documents are
not finalized yet.
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Pillar Short name ITS / RTS / Guideline | Status February Link to current version Latest update
25% 2025
1. ICT Risk- Normal and simplified ICT Risk- | RTS EU Journal Delegated regulation- EU- 2024/1774- EN- EUR-Lex June 2024
management | management
2. Incidents Time limits reporting RTS EU Journal Delegated regulation- EU- 2025/301- EN- EUR-Lex February 2025
2. Incidents Criteria classification on RTS EU Journal Delegated regulation- EU- 2024/1772- EN- EUR-Lex June 2024
incidents
2. Incidents Major incident Reporting ITS EU Journal Implementing regulation- EU- 2025/302- EN- EUR-Lex February 2025
(templates)
2. Incidents Cost and losses incidents Guideline Draft Joint Guidelines on estimation of aggregated annual costs July 2024
and losses caused by major ICT-related incidents |
European Banking Authority
3. Resilience Threat-led penetration testing RTS Adoption EC, EU- | Register of Commission Documents- C(2025)885 February 2025
journal will be
soon
4. Third party | Contractual arrangements on RTS EU Journal Delegated regulation- EU- 2024/1773- EN- EUR-Lex June 2024
the use of ICT services
supporting critical or important
functions
4. Third party | Subcontracting RTS Draft and letter JC 2024 53 Final Report on draft RTS on subcontracting January 2025
that draft is DORA
rejected. Within 6
weeks dfter the and
letter a new RTS .
should be sent to | 9a7139d5-1cbf-4dca-a5cf-853467b375c7_en
EC
4. Third party | Register of information ITS EU Journal Implementing regulation- EU- 2024/2956- EN- EUR-Lex December 2024
Other Oversight harmonization RTS EU Journal Delegated regulation- EU- 2025/295- EN- EUR-Lex February 2025
Other Oversight cooperation and Guideline Final publication Joint Guidelines on the oversight cooperation and July 2024

information exchange between
the ESA

information exchange between the ESAs and the
competent authorities | European Banking Authority

Table 1: DORA Level 2 status update on February 25" 2025
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https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecure-web.cisco.com%2F1bNoreQ5LzuyAQDWMIeYh7EPm8HnN5LQ_4Uh4hJvvUyt1_mdJiAsDSfGgOxEgsvsFil1N36bsKogtONDIiMyjX-uz0PhL8k14TW2AM-k_TsTX7IZmq4aqH5swRti5V-BNFchPG7zMLIoXUWFSJkW1flMMResOFedXSONEvIZ9MueKM9SP8aC7eCv_gPmlDiLZEOSNDEFdpdpEobVBm4Whgu9IzTuY69slifW-p6dwvRKg8-lWTPs_gPSKleLReZhNQeXrRh0BDpsi73Dhea5uWHFPHuMNQXeT0VzOufoycQWg8MiP_oNjOaWR5M5oOby_%2Fhttps%253A%252F%252Feur-lex.europa.eu%252Flegal-content%252FEN%252FTXT%252F%253Furi%253DCELEX%253A32025R0302&data=05%7C02%7C%7Ce3e425a9fb9948ae5b4b08dd5583ad11%7Cdb27021b05df420391f71dc8f2fa0f3b%7C1%7C0%7C638760746227558664%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=eXvK8jpR9LYbOWHQspbmToMWhBBbLWByzYZtc%2FN7h8k%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecure-web.cisco.com%2F10cW9E83qtmmWbQECdUePk_yPt2oWR4ZMS7ysrKjKK46bBFWvn6Xh3kKvMHdCcx8Y8mC8QdDy_d4G-K8n4tEGQbcp_4Gno0EkWSViT-9PlGSo4dAgD-I9_DtpU6oPH4b_2EipEtNXvREIBX0DhwLgNmtUvh92VDf_NgEcrZH1mdXk2FKnUc_2S1MgoRUdev9V-TTiJFYK9k-GHVYNkdeFdVkgqRnGh4_vpiFYcZc1EtM3bxk1FMorLc6Ny2gj4ENKNUd0auA3kzOug38v5okmNvoe-JUsTRvx4foGo4f5hD6ZjrBT0TaSxrV90hc_MMbA%2Fhttps%253A%252F%252Fwww.eba.europa.eu%252Factivities%252Fsingle-rulebook%252Fregulatory-activities%252Foperational-resilience%252Fjoint-guidelines-estimation-aggregated-annual-costs-and-losses-caused-major-ict-related-incidents&data=05%7C02%7C%7Ce3e425a9fb9948ae5b4b08dd5583ad11%7Cdb27021b05df420391f71dc8f2fa0f3b%7C1%7C0%7C638760746227570684%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=KKkBfF9f%2Fcs%2FeQi8yiHrQ7Tvbrfb1b30PLHZXW%2BlrVE%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecure-web.cisco.com%2F10cW9E83qtmmWbQECdUePk_yPt2oWR4ZMS7ysrKjKK46bBFWvn6Xh3kKvMHdCcx8Y8mC8QdDy_d4G-K8n4tEGQbcp_4Gno0EkWSViT-9PlGSo4dAgD-I9_DtpU6oPH4b_2EipEtNXvREIBX0DhwLgNmtUvh92VDf_NgEcrZH1mdXk2FKnUc_2S1MgoRUdev9V-TTiJFYK9k-GHVYNkdeFdVkgqRnGh4_vpiFYcZc1EtM3bxk1FMorLc6Ny2gj4ENKNUd0auA3kzOug38v5okmNvoe-JUsTRvx4foGo4f5hD6ZjrBT0TaSxrV90hc_MMbA%2Fhttps%253A%252F%252Fwww.eba.europa.eu%252Factivities%252Fsingle-rulebook%252Fregulatory-activities%252Foperational-resilience%252Fjoint-guidelines-estimation-aggregated-annual-costs-and-losses-caused-major-ict-related-incidents&data=05%7C02%7C%7Ce3e425a9fb9948ae5b4b08dd5583ad11%7Cdb27021b05df420391f71dc8f2fa0f3b%7C1%7C0%7C638760746227570684%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=KKkBfF9f%2Fcs%2FeQi8yiHrQ7Tvbrfb1b30PLHZXW%2BlrVE%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecure-web.cisco.com%2F10cW9E83qtmmWbQECdUePk_yPt2oWR4ZMS7ysrKjKK46bBFWvn6Xh3kKvMHdCcx8Y8mC8QdDy_d4G-K8n4tEGQbcp_4Gno0EkWSViT-9PlGSo4dAgD-I9_DtpU6oPH4b_2EipEtNXvREIBX0DhwLgNmtUvh92VDf_NgEcrZH1mdXk2FKnUc_2S1MgoRUdev9V-TTiJFYK9k-GHVYNkdeFdVkgqRnGh4_vpiFYcZc1EtM3bxk1FMorLc6Ny2gj4ENKNUd0auA3kzOug38v5okmNvoe-JUsTRvx4foGo4f5hD6ZjrBT0TaSxrV90hc_MMbA%2Fhttps%253A%252F%252Fwww.eba.europa.eu%252Factivities%252Fsingle-rulebook%252Fregulatory-activities%252Foperational-resilience%252Fjoint-guidelines-estimation-aggregated-annual-costs-and-losses-caused-major-ict-related-incidents&data=05%7C02%7C%7Ce3e425a9fb9948ae5b4b08dd5583ad11%7Cdb27021b05df420391f71dc8f2fa0f3b%7C1%7C0%7C638760746227570684%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=KKkBfF9f%2Fcs%2FeQi8yiHrQ7Tvbrfb1b30PLHZXW%2BlrVE%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecure-web.cisco.com%2F1cgPjrykurM416kXGlo7uuu1rNdo7BXfEV8vBZjU7W8sDiepv1wlLd41qfrxpKBpmcgnmdgbzT1PNA8_nGAEBN46X1WC9DYmRSBiKp1lvTU26PYyZDKecYd7VY4yfdNGmKK8w3HtpKjCfvywZYMhamc4RK4_E8tTrOTr38GBZzS_6cAi88jVHCzXYzRmV8eJZ_43NYIA0DJktB663aiSPAlWMHjRZHHetShILTXw6Q_mGcaJw9WzdheVLoN5Cdaqa1qYffzl-6jpdz76NLtkWGtoJFnATE5h4hBZnq_CAmaiaPnfoZXsGku4oOFqlSCP0%2Fhttps%253A%252F%252Fec.europa.eu%252Ftransparency%252Fdocuments-register%252Fdetail%253Fref%253DC%25282025%2529885%2526lang%253Den&data=05%7C02%7C%7Ce3e425a9fb9948ae5b4b08dd5583ad11%7Cdb27021b05df420391f71dc8f2fa0f3b%7C1%7C0%7C638760746227582396%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=vH5DMDMPkSkTPT9wHbRtC17RuTFoSTGfltXpgeAYDX8%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecure-web.cisco.com%2F1zNSsH04IyswGFp5G87RwyHuTqKa8Fc88IRgrGAj1FnBtGUcs_UFseKBM6DNQm38svfoAYilajeGceJSLv5vjjotfs5rDgB05oLGqLK2GnmymD3tOr8st2fQDu4D_a2zNvUaSb_9j_zq_MJLlg1AKLztTl0X4diPMamYI0bmC2wHvW7NoDmw7tetl1FVR2OLcY7x5n0gNJheYEwczirCiqbCC3o91zghroNKX0DClTrM61PQ3CkTY4BmdOe9IL1SdNDlgaZqZ4M6y5UykG8kNfQ1TUk87mmS4dtATFmnDgdAxxtwFA50cvp5v7K4744XY%2Fhttps%253A%252F%252Feur-lex.europa.eu%252Feli%252Freg_del%252F2024%252F1773%252Foj%252Feng&data=05%7C02%7C%7Ce3e425a9fb9948ae5b4b08dd5583ad11%7Cdb27021b05df420391f71dc8f2fa0f3b%7C1%7C0%7C638760746227594095%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=spt%2FsgwRBBwllSDoxsXQEVcWzREjM5RJSuQ6F5qsvsA%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecure-web.cisco.com%2F1ghIlqBaIwhKOhikXwpbZtgqZCt2iFwVTUX3dZ4hu3iywGzNI7l6loAsUiTHG4u-UUZmSK9c9iT2ZDcJ1tiQCxGaTEKbtPkNguWI6Xc9_q7K_TH0FqmQpmeEUA_dMErsR5afGMCbmN6eElvieOI9lJw3yKTIegHYB11quRhisIARvCiQHZEb8ESKvfamu6lGLfvb9UiPZZG1vckVV2zn41pPxV2U96i1ZC2u203MD9sDh1PhOhYsSQ8MhGdRIl-xJYIlFV6wTs0xqyKfoAna7twViKyvWfWSCqhZPgOssuYYyQaRTE0mhmcu97fOQdyPk%2Fhttps%253A%252F%252Fwww.esma.europa.eu%252Fsites%252Fdefault%252Ffiles%252F2024-07%252FJC_2024_53_Final_report_DORA_RTS_on_subcontracting.pdf&data=05%7C02%7C%7Ce3e425a9fb9948ae5b4b08dd5583ad11%7Cdb27021b05df420391f71dc8f2fa0f3b%7C1%7C0%7C638760746227606712%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=HctWtNAcH6OkvNMrYYjGGraYzeEjjHhnDvfTyzGFd60%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecure-web.cisco.com%2F1ghIlqBaIwhKOhikXwpbZtgqZCt2iFwVTUX3dZ4hu3iywGzNI7l6loAsUiTHG4u-UUZmSK9c9iT2ZDcJ1tiQCxGaTEKbtPkNguWI6Xc9_q7K_TH0FqmQpmeEUA_dMErsR5afGMCbmN6eElvieOI9lJw3yKTIegHYB11quRhisIARvCiQHZEb8ESKvfamu6lGLfvb9UiPZZG1vckVV2zn41pPxV2U96i1ZC2u203MD9sDh1PhOhYsSQ8MhGdRIl-xJYIlFV6wTs0xqyKfoAna7twViKyvWfWSCqhZPgOssuYYyQaRTE0mhmcu97fOQdyPk%2Fhttps%253A%252F%252Fwww.esma.europa.eu%252Fsites%252Fdefault%252Ffiles%252F2024-07%252FJC_2024_53_Final_report_DORA_RTS_on_subcontracting.pdf&data=05%7C02%7C%7Ce3e425a9fb9948ae5b4b08dd5583ad11%7Cdb27021b05df420391f71dc8f2fa0f3b%7C1%7C0%7C638760746227606712%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=HctWtNAcH6OkvNMrYYjGGraYzeEjjHhnDvfTyzGFd60%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecure-web.cisco.com%2F1F8BZofe8nnIQni5eQNajpa01Q-pszKxcug-tumfd5hWqj5u5yv6xhwxXreI6UTOimuS8PN7gOXx3LAqa-G1jY27sE2urWkfju6L2Rtk9YIcfcCcRN5D8DwPDvmKnXXPxgEHB1wJaJM_jVC_fm67FaQZuCRFcLh6XGogXAHGqftKVlW_f0g_qRJsnkDnFIa0DlsbHyvytNcDr1l8908Ks9hQSxFaOazU59e-K70O62-ook7rKSQZIWK2S9Y0G1ySIJceah3FDGZ__DtngF7tNdSHUQDgsgOf3PWCGBkF3n5bSM5gXMVxgcEdmdBUnYlj6%2Fhttps%253A%252F%252Ffinance.ec.europa.eu%252Fdocument%252Fdownload%252F9a7139d5-1cbf-4dca-a5cf-853467b375c7_en%253Ffilename%253D250124-letter-esas_en.pdf&data=05%7C02%7C%7Ce3e425a9fb9948ae5b4b08dd5583ad11%7Cdb27021b05df420391f71dc8f2fa0f3b%7C1%7C0%7C638760746227617480%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=7VSwJ5FRdQ7C4calPsOi70DiHJABXB7uE36bwHJ%2FH48%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecure-web.cisco.com%2F1qvcwxFIJ4j4XdguChV_9-YGbACbl8H-eMtz_16MLnl7GxME1sXoPSsbRZgPPInTMIRL2e_BQ8jWSgmVVmJUN9SZSepJY5kCUNv2HLzRvBU0YPweFFOLJOL4cupJCiF8IQ5iEfB9MVw6oB80N3tZHLCa2qWR3X3DXfwB50NmPGhCEFUlVvcXIMqeO0G7pA2leihmzsukHQvd6iKUyFeF790nfeZCuIlY-EfaiYatTu6rWX37nr6P2anAN7fCzVfJ3jpWrnBxyuyw1cgbOUENIz-9uKJyvrJJIngRGb9wd_hf_uE5dZVr4NE_nQ9_BDALl%2Fhttps%253A%252F%252Feur-lex.europa.eu%252Feli%252Freg_impl%252F2024%252F2956%252Foj%252Feng&data=05%7C02%7C%7Ce3e425a9fb9948ae5b4b08dd5583ad11%7Cdb27021b05df420391f71dc8f2fa0f3b%7C1%7C0%7C638760746227628345%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=5Uz%2FxvcKryY2uTIj%2Fwv4KIJMWMDcF%2BoJ9e3V4u9UEX8%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecure-web.cisco.com%2F1pDaZ8w8oG02fKSSUNuWPPpEyqHC-_JIA6L75iYme2mpwtWtwrZGjIei6LgGi-DieidVoTqy-OvysQSJoIYwGzVAilAW_pYvVoic8Hyj1oqbvD0vTwfMJI0GJX3GDaeEAUoz_OFte8u2sCTItuuIckFTj3jssm1lYvIF6hCcVghVQVcw_9z_D5m-A2q6QlFYk7xWMkuDAx8ZsUxA3gBQwg_X2y_p3AeAxTFpHXBykevEl9zAbCZZ0NKeiI9PNT1RFZa24ify0lJ11aMB0X6Dk6bjsTQgEER0GS3uH4flQ7U8WbH0MdsZ0dhNhHYA0j3ZY%2Fhttps%253A%252F%252Feur-lex.europa.eu%252Flegal-content%252FEN%252FTXT%252F%253Furi%253DCELEX%253A32025R0295&data=05%7C02%7C%7Ce3e425a9fb9948ae5b4b08dd5583ad11%7Cdb27021b05df420391f71dc8f2fa0f3b%7C1%7C0%7C638760746227638894%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=5WJ4HOathft7p11DuGi0vPtqHhKTuvgaWPegjEr5GAY%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecure-web.cisco.com%2F1TcLNICEVKzFF5GPplQpk0e0VeM2CYhMMxZcJ-RrYHL7nNs7KSNBxJXAd0ByEY_keEYFpDqru8RYo77o-WPAIXZOgDUVCKhwKbjO4IanMpYFgl7jL5Qu_ZxZpZZCjUfwDwDwZ85ge-c7FUvgs4xOmD_KOuNQjeiHT2KZnsT2ETlp_6f6LBiR7KZfsqwmAoxZjVq5Fu8WyUDO575TyRlE-YnkkrtKfs3jiU9MnVEFB7FA203TQAyFVDAKl2u-27IGIhB3htq_vIcLtfC1ybs9SHO7Rzw2e7Btp1oSAZFt3jajVp7S7LGpGEx9leTaxeAWE%2Fhttps%253A%252F%252Fwww.eba.europa.eu%252Factivities%252Fsingle-rulebook%252Fregulatory-activities%252Foperational-resilience%252Fjoint-guidelines-oversight-cooperation-and-information-exchange-between-esas-and-competent&data=05%7C02%7C%7Ce3e425a9fb9948ae5b4b08dd5583ad11%7Cdb27021b05df420391f71dc8f2fa0f3b%7C1%7C0%7C638760746227649840%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=rQ3idGTqB4T7dAJz9cFaEPHjAmBrBWCfobtdl51cB6k%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecure-web.cisco.com%2F1TcLNICEVKzFF5GPplQpk0e0VeM2CYhMMxZcJ-RrYHL7nNs7KSNBxJXAd0ByEY_keEYFpDqru8RYo77o-WPAIXZOgDUVCKhwKbjO4IanMpYFgl7jL5Qu_ZxZpZZCjUfwDwDwZ85ge-c7FUvgs4xOmD_KOuNQjeiHT2KZnsT2ETlp_6f6LBiR7KZfsqwmAoxZjVq5Fu8WyUDO575TyRlE-YnkkrtKfs3jiU9MnVEFB7FA203TQAyFVDAKl2u-27IGIhB3htq_vIcLtfC1ybs9SHO7Rzw2e7Btp1oSAZFt3jajVp7S7LGpGEx9leTaxeAWE%2Fhttps%253A%252F%252Fwww.eba.europa.eu%252Factivities%252Fsingle-rulebook%252Fregulatory-activities%252Foperational-resilience%252Fjoint-guidelines-oversight-cooperation-and-information-exchange-between-esas-and-competent&data=05%7C02%7C%7Ce3e425a9fb9948ae5b4b08dd5583ad11%7Cdb27021b05df420391f71dc8f2fa0f3b%7C1%7C0%7C638760746227649840%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=rQ3idGTqB4T7dAJz9cFaEPHjAmBrBWCfobtdl51cB6k%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsecure-web.cisco.com%2F1TcLNICEVKzFF5GPplQpk0e0VeM2CYhMMxZcJ-RrYHL7nNs7KSNBxJXAd0ByEY_keEYFpDqru8RYo77o-WPAIXZOgDUVCKhwKbjO4IanMpYFgl7jL5Qu_ZxZpZZCjUfwDwDwZ85ge-c7FUvgs4xOmD_KOuNQjeiHT2KZnsT2ETlp_6f6LBiR7KZfsqwmAoxZjVq5Fu8WyUDO575TyRlE-YnkkrtKfs3jiU9MnVEFB7FA203TQAyFVDAKl2u-27IGIhB3htq_vIcLtfC1ybs9SHO7Rzw2e7Btp1oSAZFt3jajVp7S7LGpGEx9leTaxeAWE%2Fhttps%253A%252F%252Fwww.eba.europa.eu%252Factivities%252Fsingle-rulebook%252Fregulatory-activities%252Foperational-resilience%252Fjoint-guidelines-oversight-cooperation-and-information-exchange-between-esas-and-competent&data=05%7C02%7C%7Ce3e425a9fb9948ae5b4b08dd5583ad11%7Cdb27021b05df420391f71dc8f2fa0f3b%7C1%7C0%7C638760746227649840%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=rQ3idGTqB4T7dAJz9cFaEPHjAmBrBWCfobtdl51cB6k%3D&reserved=0
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Appendix A: Other interesting updates and links

For the Dutch Financial Institutions

In the Netherlands, the main requirements for financial institutions are documented in the
Wet op het Financieel Toezicht. Due to DORA, some changes to the “Wet op het Financieel
Toezicht” have been made and are published in June and November 2024:

e stb-2024-199.pdf (enforcing DORA in Dutch law)
e stb-2024-379.pdf (elaborating on the fines and publication of fines)

The Wft now includes an appendix with classifies fines for non-compliance: wetten.nl-
Regeling- Besluit EU-verordeningen Wft- BWBR0049497

Register of Information (ROI)
During summer 2024 a dry run for ROl was performed by a large number of financial
institutions. The dry run results, with a focus on Data quality:

e ESA 2024 35 DORA Dry Run exercise summary report.pdf

For the latest FAQ and templates for ROI:
e Preparations for reporting of DORA registers of information | European Banking
Authority

For more information regarding the, for 2025 only, extended timelines regarding ROI, we refer
to:
e [ESA 2024 22 Decision on reporting of information for CTPP designation.pdf

Incidents
ESAS published a report on the feasibility for further centralisation of reporting of major ICT-
related incidents. This gives insight in why it’s important to timely report:
e https://www.eiopa.europa.eu/document/download/47b6ad86-3a4b-4d00-9acd-
088ef9e64d18 en?filename=JC%202024%20108 Report%200n%20the%20feasibility
%20for%20further%20Centralisation%200f%20reporting%200f%20major%201CT%20i

ncidents.pdf

Resilience
For inspiration of the threat landscape for resilience testing (article 24 DORA):
e ENISA Threat landscape: Finance sector

Other relevant publications
e The official Q&A on DORA: Q&A on regulation- EIOPA
e ESA’s: Point of view of non-existence transition period: Microsoft Word- JC 2024
99 Statement start DORA application_final clean
e AFM: Checklist and periodic update publications: Digital Operational Resilience Act

(DORA)
e DNB: Good Practice 2023: Q&A Informatiebeveiliging | De Nederlandsche Bank



https://zoek.officielebekendmakingen.nl/stb-2024-199.pdf
https://zoek.officielebekendmakingen.nl/stb-2024-379.pdf
https://wetten.overheid.nl/BWBR0049497/2025-01-17/0/Bijlage35/afdrukken
https://wetten.overheid.nl/BWBR0049497/2025-01-17/0/Bijlage35/afdrukken
https://www.esma.europa.eu/sites/default/files/2024-12/ESA_2024_35_DORA_Dry_Run_exercise_summary_report.pdf
https://www.eba.europa.eu/activities/direct-supervision-and-oversight/digital-operational-resilience-act/preparation-dora-application
https://www.eba.europa.eu/activities/direct-supervision-and-oversight/digital-operational-resilience-act/preparation-dora-application
https://www.esma.europa.eu/sites/default/files/2024-11/ESA_2024_22_Decision_on_reporting_of_information_for_CTPP_designation.pdf
https://www.eiopa.europa.eu/document/download/47b6ad86-3a4b-4d00-9acd-088ef9e64d18_en?filename=JC%202024%20108_Report%20on%20the%20feasibility%20for%20further%20Centralisation%20of%20reporting%20of%20major%20ICT%20incidents.pdf
https://www.eiopa.europa.eu/document/download/47b6ad86-3a4b-4d00-9acd-088ef9e64d18_en?filename=JC%202024%20108_Report%20on%20the%20feasibility%20for%20further%20Centralisation%20of%20reporting%20of%20major%20ICT%20incidents.pdf
https://www.eiopa.europa.eu/document/download/47b6ad86-3a4b-4d00-9acd-088ef9e64d18_en?filename=JC%202024%20108_Report%20on%20the%20feasibility%20for%20further%20Centralisation%20of%20reporting%20of%20major%20ICT%20incidents.pdf
https://www.eiopa.europa.eu/document/download/47b6ad86-3a4b-4d00-9acd-088ef9e64d18_en?filename=JC%202024%20108_Report%20on%20the%20feasibility%20for%20further%20Centralisation%20of%20reporting%20of%20major%20ICT%20incidents.pdf
https://www.enisa.europa.eu/sites/default/files/2025-02/Finance%20TL%202024_Final.pdf
https://www.eiopa.europa.eu/tools-and-data/qa-regulation_en
https://www.eba.europa.eu/sites/default/files/2024-12/0133f341-fcf5-48d1-812b-d0a66e2b3e8c/JC%202024%2099_ESAs%20Public%20Statement%20on%20DORA%20application%20%281%29.pdf
https://www.eba.europa.eu/sites/default/files/2024-12/0133f341-fcf5-48d1-812b-d0a66e2b3e8c/JC%202024%2099_ESAs%20Public%20Statement%20on%20DORA%20application%20%281%29.pdf
https://www.afm.nl/nl-nl/sector/themas/belangrijke-europese-wet--en-regelgeving/dora
https://www.afm.nl/nl-nl/sector/themas/belangrijke-europese-wet--en-regelgeving/dora
https://www.dnb.nl/voor-de-sector/open-boek-toezicht/thema-s/governance/qa-informatiebeveiliging/
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e DNB: Oversight 2025: DORA: het toezicht van DNB per 17 januari 2025 | De
Nederlandsche Bank

e NOREA: For amongst other DORA Control Framework, template Exit plan and incident
classification tool: NOREA | Digital Operational Resilience Act- DORA

Disclaimer
All links are validated on February 24, 2025. We are not responsible for any errors or
omissions in this content or any damages resulting from its use.

This article is a follow up on our previous overview with in depth analyses of changes, in
Dutch only: Analyse wijzigingen 2e batch RTS DORA —Juli 2024 | LinkedIn.



https://www.dnb.nl/nieuws-voor-de-sector/toezicht-2024/dora-het-toezicht-van-dnb-per-17-januari-2025/?utm_campaign=nieuwsattendering&utm_medium=email&utm_source=newsletter
https://www.dnb.nl/nieuws-voor-de-sector/toezicht-2024/dora-het-toezicht-van-dnb-per-17-januari-2025/?utm_campaign=nieuwsattendering&utm_medium=email&utm_source=newsletter
https://www.norea.nl/dora
https://www.linkedin.com/pulse/analyse-wijzigingen-2e-batch-rts-dora-juli-2024-taskforce-dora-emaje/

