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Future-proofing the internet

Quantum computers will break the
encryption that protects the internet

Fixing things will be tricky

Weakend:

AES

I Print edition | Science and technology > o o @ e
Oct 20th 2018
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QUANTUM TECHNOLOGIE MOET NU AL MEEGENOMEN WORDEN
IN IT-AUDITING
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NOREA"

DE BEROEPSORGANISATIE VAN IT-AUDITORS NTERNAL AUDIT

Omﬂunlw&;ke 8SSUrance
Nieuws Over NOREA Activiteiten RE-worden

Cybersecurity chefsache: omarm het ‘Three Lines
Model’

Quantum security - maran.vanheesch@tno.nl . . .
NOREA - de beroepsorganisatie van IT-Auditors



https://www.norea.nl/nieuws/9757/cybersecurity-chefsache-omarm-het-three-lines-model
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WHY START NOW?

Time to develop quantum computer

Time

Quantum security - maran.vanheesch@tno.nl . L . .
https://globalriskinstitute.org/publications/quantum-threat-timeline/



https://globalriskinstitute.org/publications/quantum-threat-timeline/

Anyone storing your data now will
likely be able to read it when today
toddler is enrolling in college

)

hitps:/ZBmmors-wikinfedia.org/wiki/File:EFF _photograph~of NSA%27s Utah-Data ‘Center.jpg
https://hackaday.com/2015/09/29/quantum-computing-Kills-€ncryption/ -



https://commons.wikimedia.org/wiki/File:EFF_photograph_of_NSA's_Utah_Data_Center.jpg
https://hackaday.com/2015/09/29/quantum-computing-kills-encryption/
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WHAT CAN YOU DO?

Time you want information protected

Time to develop quantum computer
\ Monitor & determine
realistic timeline

https://globalriskinstitute.org/publications/quantum-threat-timeline/

Time
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https://globalriskinstitute.org/publications/quantum-threat-timeline/

AN EXPERT VIEW
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EXPERT OPINIONS ON THE
LIKELIHOOD OF A
SIGNIFICANT QUANTUM

THREAT TO PUBLIC-KEY

< 1% <5% < 30%
CYBERSECURITY
AS FUNCTION OF TIME
5 YEARS 12
10 YEARS 4 8
= 15 YEARS 3 8
20 YEARS 2 10
30 YEARS 5 8

Numbers reflect how many experts (out of 22) assigned a certain probability range.

|~ 50%

m>70%

H>95% MW>99%
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https://globalriskinstitute.org/publications/quantum-threat-timeline/
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WHAT ARE CURRENT QUANTUM COMPUTERS CAPABLE OF?

65 qubits

hosted by

Zoek naar nieuws Q  TrRU=

IBM wil in 2023 quantumprocessor met 1000 qubits
gereed hebben D-Wave's 5,000-qubit quantum

Door Olaf van Miltenburg
Nieuwscodrdinator
s Feedback - 16-09-2020 11:44 | 58 - submitter: TheVivaldi

computing platform handles 1 million
variables

IBM werkt aan drie quantumprocessors die in de komende drie jaar moeten verschijnen. In 2023
hoopt het bedrijf de mijlpaal van meer dan duizend qubits behaald te hebben. Dat moet
gebeuren met de Condor-processor.

Emil Protalinski @EPro September 29, 2020 7:45 AM Dev

IBM Quantum Computing heeft een naar eigen zeggen agressieve roadmap opgesteld voor zijn
plannen om quantumsystemen op te schalen. Het bedrijf nam deze maand stilleties de Hummingbird in
gebruik: een quantumprocessor met 65 qubits. Een van de eigenschappen hiervan is dat het bedrijf
signalen van acht qubits in een keer kan uitlezen.
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The Topics v Current edition More v

Economist Brea klng RSA

Schrodinger’s cheetah

Proof emerges that a quantum computer
can outperform a classical one

A leaked paper has given the game away

K] Print edition | Science and technology > o o @ e

I N AN ARTICLE published in 2012 John Preskill, a theoretical physicist,

posed a question: “Is controlling large-scale quantum systems merely

Classically
RSA-768
2010

IBM Q
35 (6 bits)
2019
7/ qubits

D-Wave 2000Q
1005973 (20 bits)
2019

89 qubits Does not
use Shor’s

algorithm

really, really hard, or is it ridiculously hard?” Seven years later the answer

is in: it is merely really, really hard. P
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WHAT CAN YOU DO?

Time to update IT infrastructure Time you want information protected

Time to develop quantum computer
Monitor

Time

Quantum security - maran.vanheesch@tno.nl o o o
https://globalriskinstitute.org/publications/quantum-threat-timeline/
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MIGRATION PLAN

1.become familiar with subject
2.create awareness

u p 3.form a project group

Ramping

Initial
no-regret
moves

Quantum security - maran.vanheesch@tno.nl

1.create a list of assets to be migrated
2.migration planning

3.migrate symmetric cryptography
and hash functions

Replace
asym m etr| (@, 2hybrid solutions
crypto

1.selection of algorithms

3.quantum-safe only solutions

inno_vation
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Cybersecurity door quantum-safe crypto | TNO



https://www.tno.nl/nl/aandachtsgebieden/informatie-communicatie-technologie/roadmaps/trusted-ict/quantum/quantum-safe-crypto/
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QUANTUM-SAFE ALTERNATIVES

Challenge

(often used) Currently used Non-cryptographic
Cryptographic solution | cryptographic solution

Authentication &

Data encryption

Key exchange

Integrity

Efficiency

(building block)

security - maran

.vanheesch@tno.nl

protocol

Symmetric cryptography _ -

Asymmetric cryptography Trusted courier,
face-to-face meeting

Asymmetric cryptography - Face-to-face meeting

Cryptographic hash -

functions for efficiency
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POST-QUANTUM CRYPTOGRAPHY

» Need to diversify the cryptographic protocols and associated mathematical problems.
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Hash-based Supersingular Isogenies Lattice-based
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Figure: https://www.esat.kuleuven.be/cosic/elliptic-curves-are-quantum-dead-long-live-elliptic-curves/



https://www.esat.kuleuven.be/cosic/elliptic-curves-are-quantum-dead-long-live-elliptic-curves/

STANDARDISATION: NIST

NST
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Announcement
Call for proposals

2016

Round 2: 25
candidates
’ Deadline for
submissions
Round 1: 69
candidates

Round 3: 7 finalists
and 8 alternates

Draft standards

available from finalists.

Option: Round 4 for
alternates

2017 2019 July 2020 ~2022
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QUANTUM KEY DISTRIBUTION (QKD)

Alice
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> Promise: Inherent security
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Connectivity

The US is finally getting
a hacker-proof quantum
network that people can
use

The fiber-optic cables carrying data across the internet are
vulnerable. Two US initiatives aim to fix that by creating super-
secure quantum transmissions.

by MartinGiles  October 25,2018
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Secure Distributed
communication computation

High resolution
Sensors

Syncing clocks

Vienna

— —p '

Urumgqi ©
i Beijing §

R =

'

=
=S

! 2 ¢ -
bl
S 3
s )
> . "‘1 ’ .,
R o A AR § = X 1
& Yo
P ! %) -
S .
‘: ) \ wid -
{ T8 \ l "y ) .
ps://phys.org/h: -real atercontinental-quantum-enabled-micius.html



https://phys.org/news/2018-01-real-world-intercontinental-quantum-enabled-micius.html

m innovation
for life s m——

The , : The

Economist Topics v Economist Topics v Current edition

Schrédinger’s cheetah

Proof emerges that a quantum computer
can outperform a classical one

Future-proofing the internet

Quantum computers will break the
encryption that protects the internet

A leaked paper has given the game away

Fixing things will be tricky

K Print edition | Science and technology > ° o @ e
Sep 26th 2019

I N AN ARTICLE published in 2012 John Preskill, a theoretical physicist,

posed a question: “Is controlling large-scale quantum systems merely

really, really hard, or is it ridiculously hard?” Seven years later the answer B on| seiencg andRecanoiapy ! o o @ @
Oct 20th 2018

is in: it is merely really, really hard. N
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WAT IS DE BELANGRIJKSTE ROL VOOR EEN IT-

AUDITER IN HET MIGRATIE TRAJECT?

» A:Advisering van organisatie over de migratie
» B: Actief bijdragen aan de migratie

1.become familiar with
: subject
Ramplng Up 2.create awareness
3.form a project group

» C: Eris geen rol
» D: Anders, namelijk

Quantum security - maran.vanheesch@tno.nl

1.create a list of assets to be
migrated

2.migration planning
3.migrate symmetric cryptography
and hash functions

1.selection of algorithms

2 .hybrid solutions

3.quantum-safe only
solutions

Replace

asymmetric
crypto

Cybersecurity door quantum-safe crypto | TNO



https://www.tno.nl/nl/aandachtsgebieden/informatie-communicatie-technologie/roadmaps/trusted-ict/quantum/quantum-safe-crypto/
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Discover
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The future is
Quantum.

The Second Quantum Revolution is unfolding now, exploiting the

enormous advancements in our ability to detect and manipulate single

quantum objects. The Quantum Flagship is driving this revolution in

S e
Europe. :
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