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QUBITS

Superposition

1 0 10

State of particle:  
0 (up) or 1 (down)

State of particle:  
0 (up) and 1 (down)

Entanglement

1 0
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MACHINE LEARNING

OPTIMIZATION

CRYPTOGRAPHY

SAMPLING

Q-SYSTEM SIMULATION



Broken:
RSA
ECC
DH

Weakend: 
AES
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QUANTUM TECHNOLOGIE MOET NU AL MEEGENOMEN WORDEN
IN IT-AUDITING

A: Eens

B: Oneens

NOREA - de beroepsorganisatie van IT-AuditorsQuantum security - maran.vanheesch@tno.nl

https://www.norea.nl/nieuws/9757/cybersecurity-chefsache-omarm-het-three-lines-model


WHY START NOW?

Time to develop quantum computer

Time you want information protectedTime to update IT infrastructure

Time

https://globalriskinstitute.org/publications/quantum-threat-timeline/
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https://globalriskinstitute.org/publications/quantum-threat-timeline/
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Anyone storing your data now will 
likely be able to read it when today’s 

toddler is enrolling in college

https://hackaday.com/2015/09/29/quantum-computing-kills-encryption/

https://commons.wikimedia.org/wiki/File:EFF_photograph_of_NSA's_Utah_Data_Center.jpg
https://hackaday.com/2015/09/29/quantum-computing-kills-encryption/


WHAT CAN YOU DO?

Time to develop quantum computer

Time you want information protectedTime to update IT infrastructure

Time

https://globalriskinstitute.org/publications/quantum-threat-timeline/

Monitor & determine 
realistic timeline
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https://globalriskinstitute.org/publications/quantum-threat-timeline/


AN EXPERT VIEW
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https://globalriskinstitute.org/publications/quantum-threat-timeline/

https://globalriskinstitute.org/publications/quantum-threat-timeline/
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5000 
qubits

65 qubits
WHAT ARE CURRENT QUANTUM COMPUTERS CAPABLE OF?



WHAT ARE CURRENT QUANTUM COMPUTERS CAPABLE OF?
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Breaking RSA

Classically
RSA-768 

2010

IBM Q
35 (6 bits) 

2019
7 qubits

D-Wave 2000Q
1005973 (20 bits)

2019
89 qubits Does not 

use Shor’s 
algorithm



WHAT CAN YOU DO?
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Time to develop quantum computer

Time you want information protectedTime to update IT infrastructure

Time

https://globalriskinstitute.org/publications/quantum-threat-timeline/

Planning&Testing

Monitor

https://globalriskinstitute.org/publications/quantum-threat-timeline/


MIGRATION PLAN
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Ramping 
up

1.become familiar with subject
2.create awareness
3.form a project group

Initial      
no-regret 

moves

1.create a list of assets to be migrated
2.migration planning
3.migrate symmetric cryptography
and hash functions

Replace 
asymmetric 

crypto

1.selection of algorithms
2.hybrid solutions
3.quantum-safe only solutions

Cybersecurity door quantum-safe crypto | TNO

https://www.tno.nl/nl/aandachtsgebieden/informatie-communicatie-technologie/roadmaps/trusted-ict/quantum/quantum-safe-crypto/


QUANTUM-SAFE ALTERNATIVES

Challenge (often used) 
Cryptographic solution

Currently used 
cryptographic 
protocol

Non-cryptographic 
solution

Data encryption Symmetric cryptography AES -

Key exchange Asymmetric cryptography Post-quantum 
cryptography, 
QKD

Trusted courier,
face-to-face meeting

Authentication & 
Integrity

Asymmetric cryptography Post-quantum 
cryptography

Face-to-face meeting

Efficiency 
(building block)

Cryptographic hash 
functions for efficiency

SHA-2 -
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POST-QUANTUM CRYPTOGRAPHY

Need to diversify the cryptographic protocols and associated mathematical problems.
Protocols also vary in performance

Hash-based Supersingular Isogenies Lattice-based
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Figure: https://www.esat.kuleuven.be/cosic/elliptic-curves-are-quantum-dead-long-live-elliptic-curves/

https://www.esat.kuleuven.be/cosic/elliptic-curves-are-quantum-dead-long-live-elliptic-curves/


Announcement 
Call for proposals

Deadline for 
submissions 
Round 1: 69 
candidates

Round 2: 25 
candidates 

Round 3: 7 finalists 
and 8 alternates

Draft standards 
available from finalists.
Option: Round 4 for 
alternates
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2016      2017      2019   July 2020   ~2022

STANDARDISATION: NIST



QUANTUM KEY DISTRIBUTION (QKD)

Promise: Inherent security

Alice Bob
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QUANTUM NETWORKS

The future is quantum
Figure: https://phys.org/news/2018-01-real-world-intercontinental-quantum-enabled-micius.html

Secure 
communication

Distributed
computation

High resolution
sensors

Syncing clocks

https://phys.org/news/2018-01-real-world-intercontinental-quantum-enabled-micius.html


The future is quantum
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WAT IS DE BELANGRIJKSTE ROL VOOR EEN IT-
AUDITER IN HET MIGRATIE TRAJECT?

A: Advisering van organisatie over de migratie
B: Actief bijdragen aan de migratie
C: Er is geen rol
D: Anders, namelijk ……

Ramping up
1.become familiar with 
subject

2.create awareness
3.form a project group

Initial      
no-regret 
moves

1.create a list of assets to be 
migrated

2.migration planning
3.migrate symmetric cryptography
and hash functions

Replace 
asymmetric 

crypto

1.selection of algorithms
2.hybrid solutions
3.quantum-safe only 
solutions

Cybersecurity door quantum-safe crypto | TNOQuantum security - maran.vanheesch@tno.nl

https://www.tno.nl/nl/aandachtsgebieden/informatie-communicatie-technologie/roadmaps/trusted-ict/quantum/quantum-safe-crypto/


The future is quantum
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