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WRR | 2019
Wetenschappelijke Raad voor het 
Regeringsbeleid
-
Dutch Scientific Council for 
Government Policy 



Urgency to ensure 
Collective Resilience
We are increasingly aware that societal developments can 
impact every individual and organization



Disruption in Society | Disruption of IT

Climate change | Flooding of Data Centers 

Energy shortage | Outages of data centers

Pandemie | Corona and reduction of staff

Social unrest | Foreign influence via Social Media

Outage due to concentration IT service | Crowdstrike

War | Sabotage and Attacks | Ukraine

Criminal activities| Ransomware attacks



Incidental 
disruption
-
Road 
maintenance



Incidental 
disruption
-
Crowdstrike



Sabotage
- 
Olympic Games



War-related Sabotage

The Guardian



Stimulating social unrest 
Foreign interferences 



Changing risks and their 
impact on organisations
The risks that organizations face, are subject to change
Real risk of a societal disruption occurring, worsened by 
the mixing of threats
This emphasizes the importance of considering both 
expected and unexpected risks.



Attacks on Essentional infrastructure (1)



Attacks on Essentional infrastructure (2)



Attacks on Essentional infrastructure (3)

Telecom

Transport

Energy

Cloud

BankingHealth



Threat themes by RIVM (2022)
Rijksbrede risicoanalyse Nationale 
Veiligheid RIVM ism Analistennetwerk 
Nationale Veiligheid



Prepare for War

Escalation ladder with three hybryde scenarios in three different threat themes

Stimulating social debate

Undesirable 
interference and 
influence on the 
democratic rule of law

Cyber attack of vital 

infrastructue

Threats to vital 
infrastructure 
interference and Cyber 
threats

Escalation: temporary 

occupation of EU member 

state

Threats to vital 
infrastructure

interference and Cyber 
threats

Rijksbrede risicoanalyse Nationale Veiligheid
RIVM ism Analistennetwerk Nationale Veiligheid



Geen oorlog,

maar ook

geen vrede !





Resilience at Micro and 
Macro level
To be resilient against societal (IT) disruption, 
organizations must operate on two levels: 
- micro level
- macro level





Prepare for War | Examples prepared resilience

Netherlands | National (cyber) reserve
Finland | Whole Nation Approach

Israel | Safe rooms in houses

Estland | Protect against 

desinformation government-based KSI-

blockchain

Ukrain | Maintain having 

(partial) electrticity and 

Telecom



Prepare | Help yourself (Micro)

Are organisation’s responses to risk 

assessments effective ?

Legislation enforces, where 

organisations and individuals need 

stimulation to autonomously behave 

the right way

Name Full name

NIS2 Network and Information Security Directive II

Ai Act Artificial Intelligence Act

CRA Cyber Resilience Act

CER Critical Entities Resilience

DORA Digital Operational Resilience Act

GDPR General Data Protection Regulation



Prepare | Help yourself (Micro)
Current state of recovery preparedness

• Business Continuity Plans vary in presence, coverage, and quality

• Technical and Organisational preparedness for successful Ransomware 
attack is limited. It was the unexpected threat, now expected, still
• In recent 5 years, organisations (initiated) move to immutable back-ups
• Still, many cannot recover in a reasonable timeframe

• Choices often not made considering the unexpected risks
• Concentration of IT
• choice of Cloud – vs – non-Cloud



Macro level - Collaboration 
between organizations
Current focus is mostly on collaboration before the 
unexpected (IT) incident, but how to collaborate after the 
fact



Prepare | Help others (macro)
• Help partners in value 

chain
• Share resources

• Help peers 
• Continue key banking 

services of peers
• Shop local (Corona)

• Help others
• Support national cyber 

reserve

In case of the unexpected risk occurring, 
it is important that organisations help 
each other – this is not only philanthropic 
but also necessary for the survival of their 
value chains, and industry sector, but also 
society ! 

This can even be a relevant part of 
stimulation via laws and regulations, such 
as in the case of CSRD and NIS2

Currently applied CSRD KPIs mostly focus 
on micro level only



What are you going to do to 
support society’s (IT) 
resilience ?
If

'Social Disruption'

Then
{

Help own people and organisation;
Help other people and organisations

}
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