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Presentatie DORA -
Issues bij Implementatie
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_DENSIOEN

LEDERATIE

m Perjanuari 2023 is de Digital Operational Resilience Act (DORA) geaccordeerd en richt zich op het uniformeren en
standaardiseren van wet- en regelgeving over de beheersing van ICT-risico’s voor de financiéle sector. Op 17 januari
2025 dient elk pensioenfonds te voldoen aan DORA-wetgeving (directe werking).

= Met DORA heeft de Europese Commissie drie hoofddoelen voor ogen:
= Versnipperde regels ten aanzien van digitale weerbaarheid in de EU harmoniseren;
m Een basiskader scheppen voor financiéle organisaties waarvoor nog geen regelgeving is;
m Het beter mitigeren van risico’s van uitbesteding door de financiéle sector aan kritieke digitale derde dienstverleners.

= DORA bestaat uit vijf pijlers:
1. ICT-risicobeheer
ICT-gerelateerde incidenten
Testen van digitale weerbaarheid
Beheer van ICT-risico’s van derde aanbieders/Oversight

a ks wn

Informatie-uitwisseling over cyberdreigingen en kwetsbaarheden
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DORA policy work Article Public consultation

Call for advice on criticality criteria and fees 31.8|432| 26 May - 23 June 23 30 Sept 2023
RTS on ICT risk management framework 15
§ RTS on simplified ICT risk management framework 16
E RTS on criteria for the classification of ICT-related incidents 18.3 19 June - 11 Sept 23 | 17 Jan 2024
% ITS to establish the templates for the Register of information 289
RTS to specify the policy on ICT services performed by 3rd party 281
RTS on specifying the reporting of major ICT-related incidents 20.a
= ITS to establish the reporting details for major ICT-related incidents 20b
% Guidelines on the estimation of aggregated costs/losses caused by major ICTrelated incidents 1.1
% RTS to specify threat led penetration testing aspects 26.11 Nov/Dec 23 - TBC 17 June 2024
§ RTS to specify elements when sub-contracting critical or important functions 305
@ GL on cooperation between ESAs and CAs regarding the structure of the oversight 32.7
RTS to specify information on oversight conduct 41
Feasibility report on single EU Hub for major ICT-related events 21 TBC 17 January 2025
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_DENSIOEN

RTS ICT risicomanagement framework _CEDERATIE

Level 1

Sec. | — governance
Art. 15a

ICT security Sec. Il - risk mgt

policies

Sec. |l — asset mgt

Art. 15b Sec. IV — encryiption

Human Resources )
HR policy Sec. V — ops sec

Art. 15¢ Ident. & Access mgt
Incident detection
and response

Sec. VI — network sec
Sec. VIl — project mgt

Art. 15d.e.f Testing BCM
Business

countinuity mgt Response & recovery Sec. IX — awarness

Art. 159
Report on
framework review
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_DENSIOEN

Operations security | vulnerability & patch mgt _CEDERATIE

m Art. 10 lid 2 sub c: These procedures shall:

m Ensure that ICT third-party service providers handle any vulnerabilities
related to the ICT services provided to the financial entity and report them to
the financial entity. In particular, financial entities shall request that ICT third-
party services providers investigate the relevant vulnerabilities, determine
the root cause and implement appropriate solutions.

Sec 1 - sk gt
S 11 st mgi
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Operations security | data & system security Rt

m Art. 11 lid 2 sub f: Data and system security procedure shall include all of the
following elements related to data and ICT system security [...]:

m Requirements to secure the use of portable endpoint devices and private
non-portable endpoint devices as follows:

m the use of a centralised management solution to remotely manage the endpoint devices
and remotely wipe the financial entity’s data;

m the use of security mechanisms that cannot be modified, removed or bypassed by staff
members or ICT third-party service providers;

m the authorisation to use removable data storage devices only where the residual ICT risk
remains wihtin the financial entity’s risk tolerance levels.
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_DENSIOEN

Project & change mgt | system acquisitions _CEDERATIE

m Art. 16 lid 4: Financial entities shall perform source code review covering both
static and dynamic testing. The testing shall include security testing for
internet-exposed systems and applications. Financial entities shall identify
and analyse anomalies in the source code, adopt an action plan to adress
them and monitor their implementation.
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_DENSIOEN

Response & recovery plans [CEDERATIE

m Art. 27 lid 2: The ICT response and recovery plans shall identify relevant scenarios [...], include all of the following:

cyber-attacks and switchovers between the primary ICT infrastructureand the redundant capacity, backups and
redundant facilities;

Scenarios in which the quality of the provision of a critical or important function deteriorates to an unacceptable
level or fails, and duly considers the potential impact of the insolvency, or other failures, of any relevant ICT third-
party service provider;

Partial or total failure of premises, including office and business permises, and data centres;
Substantial failure of ICT assets or of the communication infrastructure;

The non-availability of a critical number of staff or key staff members;

Natural disasters, pandemic situations and physical attacks, including intrusions and terrorist attacks;
Insider attack;

Political and social instability, including where relevant, in the jurisdiction from where the
ICT third-party service provider provides its services and the location where the data is
stored and processed,;

Widespread power outage.
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Discussievragen JCEDERATIE

m Wanneer kun je aantonen te voldoen aan DORA?
m Wat is proportionaliteit in deze wetgeving?

m Inrichting van de three lines: niet elke bestuurder zal evenveel van IT weten
en dat is goed.

m Stel gap analyse uitgevoerd, veel is nog onduidelijk/hoe te interpreteren.
Houd hier rekening mee in het oordeel.

m Hoe ver gaat de audit, wanneer mag wat te verwachten zijn?
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DORA Chapter Il - ICT-related incident
management, classification and reporting

Chapter Il consists of 4 articles describing the management of ICT-related incidents and the classification & reporting of major
incidents

Chapter lll: ICT-related incident management, classification and reporting

ICT-related incident Classification of ICT- Reporting of major ICT- Harmonlsatlon of
o o reporting content and
management processes related incidents related incidents
templates
i . Draft RTS published in July 23, guidance included in this Draft RTS/ITS published
No additional guidance P ye3,8 P
document Nov 23
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Article 17 - ICT related management process

1. Define, establish and implement an ICT-related incident management process to detect, manage and notify ICT-related incidents, including:

a) Early warning indicators;

b) Procedures to identify, track, log, categorise and classify ICT-related incidents according to their priority and severity and according to
the criticality of the services impacted

c) assignedroles and responsibilities that need to be activated for different ICT-related incident types and scenarios;

d) Plansfor communication to staff, external stakeholders and media and for notification to clients, for internal escalation procedures,
including ICT-related customer complaints, as well as for the provision of information to financial entities that act as counterparts, as
appropriate;

e) Atleast major ICT-related incidents are reported to relevant senior management and the management body is informed of at least
major ICT-related incidents, explaining the impact, response and additional controls to be established as a result of such ICT-related
incidents;

f) ICT-related incident response procedures to mitigate impacts and ensure that services become operational and secure in a timely
manner.

2. Record all ICT-related incidents and significant cyber threats.

3. Establish appropriate procedures and processes to ensure a consistent and integrated monitoring, handling and follow-up of ICT-related
incidents, to ensure that root causes are identified, documented and addressed in order to prevent the occurrence of such incidents.
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Article 18- ICT-related incident classification
major/non-major - Level | vs Level Il

The majority of the Level Il guidance provides further explanation on the criteria for classifying ICT-related incidents as described
in article 18 DORA

Article 18: Classification ICT-related incidents
Level |

articles

Art. 18-1(a) Art 18-1(d) Art. 18-1(e) Art. 18-1(a) Art. 18-1(b) Art. 18-1(c) Art. 18-1(f)

Article 8: Classification major ICT-related incidents

Primary criteria

Secondary criteria

Level Il
RTS

Clients, financial I . . Duration & .
Critical Services Reputational . Geographical .
counterparts, Data losses . Service Economic impact
. affected impact . spread
transactions downtime

Materiality thresholds classification criteria major incidents




Article 18- Classification criteria major ICT-
related incidents

1. ICT-related incidents qualify as major and need to be reported by the financial entity to the competent authorities if

they meet one of the following options:

L. Two primary criteria have been met; or

Il.  One primary criterion and two secondary criteria have been met.

y

y

Primary criteria:

1. ‘Clients, financial counterparts and transactions’
as set out in Article 1;

2. ‘Datalosses’ as set out in Article 5; and
3. ‘Critical services affected’ as set out in Article 6.

Secondary criteria:
1. ‘Reputational impact’ as set out in Article 2;

2. ‘Duration and service downtime’ as set out in
Article 3;

3. ‘Geographical spread’ as set out in Article 4; and
‘Economic impact’ as set out in Article 7.
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Article 18- Thresholds major ICT-related
incidents

Each criterion has a threshold that needs to be met before the criterion becomes applicable

Criteria Thresholds

Clients, financial counterparts

transactions affected by incident 10% of clients or financial counterparts or transactions are affected by the ICT-related incident

The incident affected services or activities that require authorisation, or ICT services that support
Critical services affected by the critical or important functions

incident Impact on critical services that has been escalated to senior management or management body, shall
be considered meeting the threshold

-
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Q
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<
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ICT-related incident has significant impact on availability, authenticity, integrity or confidentiality of
critical data

Data losses
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Article 18- Thresholds major ICT-related
incidents

Each criterion has a threshold that needs to be met before the criterion becomes applicable
Criteria Thresholds

a) media attention; or

b) complaints clients or financial counterparts; or

¢) Unable to meet regulatory requirements; or

d) Likely to lose clients or financial counterparts with an impact on its business

(Expected) reputational impact

1. the duration of the incident > 24 hours; or
2. the service downtime > 2 hours for ICT services supporting critical functions

impact of the incident in at least two Member States, including on:

a) The clients & financial counterparts affected; or

b) Financial market infrastructures or third-party providers that may be common with other financial
entities.
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Gross direct and indirect costs and losses incurred by the financial entity from the major incident have

Economicim .
conomic impact exceeded or are likely to exceed EUR 100,000.
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Article 19— ICT-related incident reporting
requirements

Key observation here is that we are still awaiting further guidance on the reporting process, to be published on Nov/Dec, which is also expected
to provide more guidance on the reporting deadlines

Where a major ICT-related
incident occurs and has an
impact on the financial
interests of clients, financial
entities shall inform their
clients about the major ICT-
related incident and about
the measures that have
been taken to mitigate the
adverse effects of such
incident.

financial entities shall, within the time limits to be laid down in accordance with

Article 20, first paragraph, point (a), point (ii), submit the following to the

relevant competent authority:

a) aninitial notification;

b) anintermediate report after the initial notification referred to in point (a), as
soon as the status of the original incident has changed significantly or the
handling of the major ICT-related incident has changed based on new
information available, followed, as appropriate, by updated notifications
every time a relevant status update is available, as well as upon a specific
request of the competent authority;

¢) afinal report, when the root cause analysis has been completed, regardless of
whether mitigation measures have already been implemented, and when the
actual impact figures are available to replace estimates.

Communication ] . c
c Reporting requirements Outsourcing
requirements

Financial entities may
outsource, in accordance
with Union and national
sectoral law, the reporting
obligations under this
Article to a third-party
service provider. In case of
such outsourcing, the
financial entity remains fully
responsible for the
fulfilment of the incident
reporting requirements.
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Article 20: Harmonisation of reporting content
and templates

Section to be finalized after RTS and ITS are published in Nov23, which should provide more details on contect of reporting

format of templates and reporting timelines
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Bedankt

Voor meer informatie kun je contact opnemen met:

[ Kennisgroep Betalingsverkeer]
[ telefoonnummer ]
[ norea@norea.nl]

© NOREA
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